
THE RED FLAG

FIELD GUIDE



THE  FIELD GUIDERED FLAG
The Periodic Table of Digital Danger

Not all apps are created equal. Some are designed for fun; others are 
designed for secrecy, anonymity, and access. This guide categorizes 
the most dangerous apps currently in circulation so you can identify 

them on your child's device instantly.



CATEGORY 1: IMMEDIATE THREATS

Status:  DELETE IMMEDIATELY

Why: These apps have no redeeming value for a minor. They are primary tools for 
grooming, exploitation, and unmoderated contact with adult strangers.

THE "RANDOM CHAT" GROUP

Omegle / ChatRoulette:

The Function: Connects users via video chat to a completely random 
stranger.

The Risk: extremely high exposure to live sexual acts and nudity within 
seconds of opening the app.

Kik:

The Function: Messaging app that does not require a phone number.
The Risk: The #1 app used by predators because it is untraceable and allows 
easy anonymity.



THE "SECRET" GROUP

Telegram:

The Function: Encrypted messaging with "Secret Chat" and self-destructing 
messages.

The Risk: Used heavily for illegal content distribution. Almost impossible for 
parents to monitor due to encryption.

Whisper:

The Function: Anonymous secret-sharing based on your GPS location.
The Risk: Connects your child with "secrets" posted by adults nearby. High 
grooming risk.

THE "HOOKUP" GROUP (For Teens)

MeetMe / Skout:

The Function: Ostensibly for "meeting new friends," these are effectively 
dating apps.

The Risk: Location-based searching allows adults to find teens in their 
immediate area.



CATEGORY 2: THE DECEPTIONS (VAULT APPS)

Status:  INVESTIGATE IMMEDIATELY

Why: These apps have one purpose: to hide evidence from parents. Finding one of 
these is a major red flag that something is being concealed.

COMMON DISGUISES

App Name

Calculator+ / 

Calculator%

Looks like a functional calculator. Entering a specific passcode (e.g., 1234) 
unlocks a hidden photo/video vault.

Disguised as an "Audio Manager" for 
volume control.

Long-pressing the icon opens a secret 
folder for apps and files.

Looks like a generic utility app. Captures a photo of anyone who tries to 
enter the wrong password (i.e., you).

Looks like a lock or folder. Stores images behind a PIN code and 
offers a "Decoy PIN" to show a fake empty 
folder.

Hide It Pro

Vaulty

Private Photo 

Vault

The Disguise The Reality



HOW TO SPOT THEM

1. Check for Duplicates: Does your child have two calculator apps?
2. Check Storage: Is a simple "Audio Manager" app using 2GB of storage? That space is 

being used for hidden videos.
3. The Test: Open the app and type 1234, 0000, or your child's birth year. If it opens a 

gallery, it's a vault.



CATEGORY 3: BULLYING & ANONYMITY

Status:  HIGHLY UNSAFE

Why: Anonymity removes accountability. These apps are the breeding ground for 
severe cyberbullying, rumor spreading, and mental health crises.

THE ANONYMOUS Q&A APPS

NGL (Not Gonna Lie):

How it works: Users post a link to their Instagram Story asking for 
"anonymous" questions.

The Risk: Bots often send automated insults to drive engagement, and real 
peers use it to bully without consequences.

Yik Yak:

How it works: A location-based message board where anyone within a 5-
mile radius can post anonymously.

The Risk: Often used on school campuses to spread rumors, threats, or hate 
speech about specific students.



ASKfm:

How it works: One of the oldest anonymous Q&A sites, still active.
The Risk: Linked to multiple cases of teen self-harm due to relentless 
anonymous harassment.

Sendit / Lipsi:

How it works: Integrated with Snapchat to allow anonymous feedback.
The Risk: Encourages sexualized questions or cruel comments under the 
guise of "honesty."



CATEGORY 4: HIGH MAINTENANCE SOCIAL

Status:  MONITOR CLOSELY

Why: These apps are popular and can be used safely if strict privacy settings are 
applied. However, they are "High Maintenance" because they require constant parental 
auditing.

SNAPCHAT

The Dangers:

Disappearing Messages: Creates a false sense of security that "evidence" is 
gone.

Snap Map: Broadcasts your child's exact physical location to all "friends" 
(unless Ghost Mode is on).

My Eyes Only: A password-protected folder specifically for hiding explicit 
images.

TIKTOK

The Dangers:

The Algorithm: Can spiral a child into "sad-tok" (depression content) or 
"body-check" trends (eating disorders) very quickly.

D irect Messages: Adults can easily contact minors if the account is not set to 
"Friends Only."



DISCORD

The Dangers:

Private Servers: Kids can join invite-only groups where no moderation exists.
Streaming: Users can "Go Live" and stream their screen to strangers.
Safety Note: It is excellent for gaming if you disable Direct Messages from 
server members.

ROBLOX

The Dangers:

"Condo" Games: User-created games that simulate sex clubs or violence 
(often deleted quickly, but not before kids see them).

Chat: The chat filter is easily bypassed. Predators hang out in popular role-
playing games.



CATEGORY 5: DATING & HOOKUP APPS

Status:  NEVER ALLOWED

Why: There is no scenario where a minor should have these apps. They are 18+ for a 
reason.

Tinder / Bumble / Hinge:

The Risk: Age verification is easily faked. Minors use these to seek validation 
from adults.

Grindr / Scruff / Her:

The Risk: LGBTQ+ dating apps. While they provide community for adults, 
they are extremely dangerous for minors due to the location-based hookup 
nature of the platform.

Hoop / Wink:

The Risk: These are "Tinder for Teens." They connect to Snapchat and 
encourage swiping on profiles to make new "friends." They bridge the gap 
between strangers and your child's private Snapchat.



ACTION PLAN: I FOUND ONE. NOW WHAT?

Status:  MONITOR CLOSELY

Why: These apps are popular and can be used safely if strict privacy settings are 
applied. However, they are "High Maintenance" because they require constant parental 
auditing.

DO NOT:

Panic or scream. (This shuts down communication).
Immediately delete the app (if you suspect grooming, you may need evidence).
Post about it on Facebook.

DO THIS INSTEAD:

1. Take Screenshots: If you see messages with strangers, screenshot the profile, the 
username, and the chat log.

2. Check Content: Look at the "Media" or "Files" section of the app. Was anything sent 
or received?

3. Delete & Block: Once you have checked for danger, block the users and delete the 
app.

4. The Conversation:

Ask:  "I know you probably downloaded this just to see what it was. But do 
you know why this app is dangerous?"

Explain:  "This app is designed to hide things/talk to strangers. That puts you 
at risk, and my job is to protect you."



WHEN TO CALL FOR HELP:

If you find evidence of an adult asking for images, meeting up, or sending threats:

1. Stop. Do not engage the predator.
2. Report to CyberTipline.org.
3. Contact your local law enforcement.


