THE DEVICE &
APP SECURITY BIBLE




LOCK IT DOWN
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THE DIGITAL DEFENDER TOOLKIT
THE DEVICE & APP SECURITY BIBLE
The 30-Minute Guide That Could Prevent a Lifetime of Trauma

This guide gives you exactly what you need to secure every device in
your home: phones, tablets, gaming consoles, smart TVs, and
browsers. No technical jargon. No fluff. Just clear, actionable steps.



INTRODUCTION: THE NEW STANDARD OF CARE

30 MINUTES SAFETY
NOW FOREVER

You Cannot Supervise What You Don't Understand.

Think your parental controls are working? Most parents do—until it's too late. The
reality is that algorithms do not care about your child's age. Without restrictions,
autoplay features can serve explicit or dangerous content within minutes.

The Reality:

- 95% of teens have access to a smartphone.
- 45% are online "almost constantly" (Source: Pew Research Center).

- Predators operate across platforms, moving from gaming consoles to social media
to encrypted chat apps.

WARNING: Partial protection is false protection. Completing 7 out of 10 steps leaves the
door wide open. This checklist must be completed in full, on every device.

HOW TO USE THIS GUIDE

Don't let the length overwhelm you. Tackle one device category per day.
« PHASE 1: Smartphones (The Primary Gateway)
« PHASE 2: Tablets & The "Homework" Devices
« PHASE 3: Gaming Consoles & Entertainment
« PHASE 4: Routine Maintenance



SECTION 1: SMARTPHONES (iPHONE)

The Primary Threat: Smartphones are the #1 tool for grooming, app downloads, and
image sharing.
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STEP 1: ENABLE THE "MASTER KEY" (SCREEN TIME)

- Go to Settings » Screen Time » Turn On Screen Time.
- Select This is My Child's iPhone.

- CRITICAL: Set a Screen Time Passcode. Do not share this passcode with your child. If
they know it, they can bypass everything.

STEP 2: STOP THE DOWNLOADS

If they can't download the app, they can't use it.
- Go to Content & Privacy Restrictions » iTunes & App Store Purchases.
- Set Installing Apps to Don't Allow.

- Set Deleting Apps to Don't Allow (This prevents them from deleting an app to hide
evidence).

- Set In-App Purchases to Don't Allow.



STEP 3: KILL THE "PRIVATE" BROWSER

The "Private" or "Incognito" mode in Safari allows kids to browse without leaving a
history. This one setting disables it entirely.
- Go to Content Restrictions » Web Content.

- Select Limit Adult Websites.
- Why this works: Apple automatically removes the "Private Browsing" button when

this filter is active.

STEP 4: LOCK DOWN LOCATION & AIRDROP

- Disable AirDrop: Go to Settings » General » AirDrop. Set to Contacts Only or
Receiving Off. This prevents strangers from sending unsolicited images ("Cyber-
flashing").

- Location Services: Go to Settings -» Privacy & Security » Location Services. Review
social apps and set them to Never or Ask Next Time. Keep "Find My" enabled for

safety.



SECTION 1: SMARTPHONES (ANDROID)

The Sideloading Risk: Androids allow apps to be installed from outside the store. You
must block this.
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Google Family Link Family Shield

STEP 1: THE COMMAND CENTER (FAMILY LINK)

- Download Google Family Link on your phone (parent) and their phone (child).
- Follow the setup to link the devices.

- Why: This gives you remote control to lock the device, set bedtimes, and approve
downloads from your own phone.

STEP 2: PLAY STORE SECURITY

- Open the Google Play Store on the child's device.
- Tap Profile Icon » Settings » Family » Parental Controls.
- Turn ON and set a PIN (do not share this PIN).

- Set content restrictions for Apps, Games, Movies, and TV to the appropriate age
rating.



STEP 3: BLOCK "SIDELOADING" (CRITICAL STEP)
Tech-savvy kids use "APKs" to install banned apps (like unmoderated chat apps)
without using the Play Store.

- Go to Settings » Apps » Special App Access - Install Unknown Apps.
- Ensure Chrome, Files, and Drive are set to Not Allowed.

STEP 4: GOOGLE SAFE SEARCH

- Open Chrome » Settings » Search Engine. Ensure Google is default.
- In Family Link, enable SafeSearch to filter explicit results.
- Open YouTube - Settings » General » Enable Restricted Mode.



SECTION 2: THE TABLET TRAP

Parents often treat tablets as "safe" devices for homework or cartoons. Wrong. A tablet
is just a large smartphone. If it has a browser and an App Store, it is an access point.

Tablets are for Creation, Not Communication.

STEP 1: MIRROR YOUR PHONE SETTINGS

Follow the exact same steps from the Smartphone section (iPhone or Android) for your
tablet. Do not skip the Content Restrictions.

STEP 2: DISABLE IN-APP BROWSERS

Many "safe" games have ads that open a web browser when clicked, allowing kids to
surf the web unfiltered.

- The Fix: Restrict apps that aren't purely for kids. If an app has ads, it likely has a
browser loophole.

- Recommendation: Upgrade to "Ad-Free" versions of games to remove these
backdoors.



STEP 3: NIGHTTIME LOCKDOWN
Tablets are often kept in bedrooms, leading to sleep deprivation and late-night
scrolling.

- i0S: Use Downtime in Screen Time to hard-lock all non-essential apps at 9:00 PM.
- Android: Set a Bedtime schedule in Family Link to lock the screen automatically.

STEP 4: NO SOCIAL MEDIA

Golden Rule: Unless absolutely necessary, remove Instagram, TikTok, and Snapchat
from tablets. These apps are harder to monitor on tablets than phones because they
often don't support the same family pairing features properly on secondary devices.



SECTION 3: GAMING CONSOLES

The Unmonitored Playground: Games like Roblox, Fortnite, and Call of Duty have open
voice and text chat lobbies.

CONSOLE SECURITY CHECKLIST

Action [tem Xbox PlayStation Nintendo Switch
(Family Settings App) | (Family Management) (Parental App)

Chat with Set "Communication" Set "Communication" to Set "Communication"

Strangers to Friends Only or Block. Not Allowed. to Restricted.

Web Browse Block "Web Browser" Set "Web Browser" (Switch has no

YOWSEE usage entirely. to Restrict. native browser).
Friend Set "Others can add you Set "Friend Requests Restrict Friend Codes.
Requests to Block. to Not Allowed.

Set "Ask to Buy" Set Monthly Limit Restrict eShop
for all purchases. to $0. Purchases.

Spending



CRITICAL STEP: THE VOICE CHAT

Predators use voice chat ("Voice Lobbies") to isolate children from parents.

- The Rule: "If | can't hear what they are saying to you, you can't use voice chat."

- The Setting: Go to Audio Settings on the console. Set "Party Chat Output" to
Speakers (so you can hear it) or disable it entirely.

HIDDEN DANGER: SECONDARY ACCOUNTS

Kids often create a second "Guest" or "Smurf" account to bypass your settings.

- Check: Go to the login screen of the console. Are there any profiles you don't
recognize? Delete them immediately.



SECTION 4: COMPUTERS & BROWSERS

COMPUTERS: THE DEEP WEB ACCESS POINT

If you are not monitoring browser history and downloads, you are leaving your child
completely exposed.

FOR WINDOWS (MICROSOFT FAMILY)

Many "safe" games have ads that open a web browser when clicked, allowing kids to
surf the web unfiltered.

1. Create a Child Account: Go to account.microsoft.com/family. Add your child.

2. Enable Activity Reporting: This sends you a weekly email of every website visited.
3. Web Filtering: Turn on Filter inappropriate websites.

4. Admin Rights: Ensure your child is a Standard User, not an Administrator. This
prevents them from installing software without your password.

FOR MAC (SCREEN TIME)

1. System Settings » Screen Time » Content & Privacy.
2. Web Content: Set to Limit Adult Websites. (This disables Safari's Private Mode).

3. App Limits: Restrict specific categories like "Social" or "Entertainment" during school
hours.



THE "EXTENSION" LOOPHOLE

Kids use browser extensions to bypass parental controls.
- Check This: Open Chrome or Edge. Click the puzzle piece icon (Extensions).
- Look For: Anything named "VPN," "Proxy," "Unblocker," or "Hide."
- Action: Remove these immediately.



SECTION 5: HIDDEN THREATS & SCHOOL AUDIT

It’s not a Calculator.

DETECTING "VAULT APPS"

Vault apps are designed to look like innocent utilities (Calculators, Audio Managers) but
are actually secret folders for hiding photos and messages.

The Search List (Search your child's phone for these terms):
- "Calculator+" (or multiple calculator apps)
- “Vault"
- "Hide It Pro"
- "Secret Folder"
- "Ghost"

The Test: If you see a second calculator app, open it. Try typing 1234, 0000, or your
child's birth year. If it opens a gallery instead of doing math, it is a vault app.

THE "SCHOOL AUDIT"

Your home is secure. Is their classroom? School devices often bypass home filters, and
school WiFi networks can sometimes allow access to blocked apps.

Ask Your School These 3 Questions:

1. "Does the school firewall block 'Anonymous' and 'Chat' categories, or just 'Adult’
content?" (Many filters miss apps like Discord or Omegle).

2. "Are 11 devices (iPads/Chromebooks) monitored after school hours?" (Some schools
stop filtering at 3 PM).

3. "What is the policy on 'Guest' WiFi access for personal phones?" (If kids can join the
Guest WiFi, they bypass cellular data limits).



SECTION 6: WEEKLY MAINTENANCE

THE SUNDAY NIGHT ROUTINE (15 Minutes)

Set a recurring alarm on your phone for Sunday evening.

1. Review Screen Time Graphs (5 Minutes)

- Look for spikes in usage at odd hours (e.g., 2 AM).
- Look for "Grey" bars in the graph (often uncategorized apps).

2. Check Browser History (3 Minutes)

- Open Safari, Chrome, or Edge.

- Red Flag: If the history is completely empty, it means it was wiped. Honest users
have history.

3. Review "Purchased" History (2 Minutes)

- i0OS: App Store » Profile » Purchased.
- Android: Play Store » Manage Apps » uninstalled.

- Look for apps that were downloaded and then deleted (cloud icon with arrow). This
is how Kids hide apps during the week.

4. Spot-Check Photos (5 Minutes)

- Scroll through the "Recents" album.
- Check the "Recently Deleted" folder.
- Look for screenshots of text conversations (this often indicates drama or bullying).



